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SOCIAL SECURITY ADMINISTRATION’S RE-
SPONSE TO THE SEPTEMBER 11 TERRORIST
ATTACKS

THURSDAY, NOVEMBER 1, 2001

HOUSE OF REPRESENTATIVES,
COMMITTEE ON WAYS AND MEANS,
SUBCOMMITTEE ON SOCIAL SECURITY,
Washington, DC.
The Subcommittee met, pursuant to notice, at 10:00 a.m., in
room 2200 Rayburn House Office Building, Hon. E. Clay Shaw, Jr.,
(Chairman of the Subcommittee) presiding.
[The advisory and the revised, revised #2, and revised #3
advisories follow:]
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ADVISORY

FROM THE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON SOCIAL SECURITY

FOR IMMEDIATE RELEASE CONTACT: (202) 225-9263
October 11, 2001
No. SS-9

Shaw Announces Hearing on the
Social Security Administration’s Response
to the September 11 Terrorist Attacks

Congressman E. Clay Shaw, Jr., (R-FL), Chairman, Subcommittee on Social Secu-
rity of the Committee on Ways and Means, today announced that the Subcommittee
will hold a hearing on the Social Security Administration’s response to the Sep-
tember 11 terrorist attacks. The hearing will take place on Thursday, October
18, 2001, in room B-318 Rayburn House Office Building, beginning at 10:00
a.m.

In view of the limited time available to hear witnesses, oral testimony at this
hearing will be from invited witnesses only. However, any individual or organization
not scheduled for an oral appearance may submit a written statement for consider-
ation by the Subcommittee and for inclusion in the printed record of the hearing.

BACKGROUND:

Social Security survivor and disability benefits are available for the families of
those who lost their lives and to those who suffered severe injuries as a result of
the terrorist attacks at the World Trade Center, the Pentagon, and in Pennsylvania
on September 11, 2001. The Social Security Administration (SSA) established spe-
cial emergency handling procedures for all claims in response to these incidents.
The number of related claims continues to grow with over 3,150 claims received
through October 1. The SSA personnel continue to staff family assistance centers
at the site of the Pentagon attack and in both Manhattan and New Jersey. In order
to facilitate claims-taking, and to educate victims and their families about Social Se-
curity’s benefits, SSA is continuing its outreach efforts to area hospitals and employ-
ers.

Along with helping victims and their families, SSA has faced certain operational
impacts in the greater Manhattan area. Most affected offices have resumed oper-
ations, and those disability hearings which were postponed are being rescheduled.
The New York Disability Determination Service Director is awaiting permission to
recover an estimated 15,000 case folders from their office located a quarter-block
from the World Trade Center.

Beyond responsive service delivery, ensuring the integrity of Social Security’s pro-
grams can play a role in the prevention of any future terrorism. Identification docu-
ments are critically important to terrorists, and the key to such documents is the
Social Security number (SSN). The integrity of the SSN application process must
be ensured to the maximum degree possible because of the fundamental role it can
play in helping unscrupulous individuals steal identities and obtain false identifica-
tion documents. In addition, SSA’s Office of the Inspector General must have the
support it needs to effectively investigate fraud and SSN misuse, quickly and accu-
rately identify suspects—including those who may be suspected of terrorism, and
share needed information with other law enforcement.

In announcing the hearing, Chairman Shaw stated: “SSA employees are to be
commended for their responsiveness to the victims of the terrorist attacks of Sep-
tember 11 and for their ongoing assistance in the resulting Federal investigations
of these heinous crimes. We must focus now on what we can do to protect the integ-
rity of the Social Security programs and deter future incidents. Early reports that
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the hijackers have stolen others’ identities to evade and frustrate law enforcement
officials highlight our challenge to prevent identity theft, that often centers around
the stealing of SSNs. The bipartisan ’Social Security Number Privacy and Identity
Theft Prevention Act’ (H.R. 2036), introduced earlier this year, restricts the sale and
public display (including internet) of SSNs by both the public and private sector and
enforces such restrictions through civil and criminal penalties. Through this hear-
ing, we will hear whether we need to do more.”

FOCUS OF THE HEARING:

During the hearing, witnesses will provide information on how the SSA has
served the victims and families of the terrorist acts, how operations have been im-
pacted, and how the agency has supported resulting Federal investigations. In addi-
tion, witnesses will discuss the degree to which changes may be needed within the
agency and the law to ensure the integrity of Social Security programs.

DETAILS FOR SUBMISSION OF WRITTEN COMMENTS:

Any person or organization wishing to submit a written statement for the printed
record of the hearing should submit six (6) single-spaced copies of their statement,
along with an IBM compatible 3.5-inch diskette in WordPerfect or MS Word format,
with their name, address, and hearing date noted on a label, by the close of
business, Thursday, November 1, 2001, to Allison Giles, Chief of Staff, Committee
on Ways and Means, U.S. House of Representatives, 1102 Longworth House Office
Building, Washington, D.C. 20515. If those filing written statements wish to have
their statements distributed to the press and interested public at the hearing, they
may deliver 200 additional copies for this purpose to the Subcommittee on Social
Security office, room B-316 Rayburn House Office Building, by close of business the
day before the hearing.

FORMATTING REQUIREMENTS:

Each statement presented for printing to the Committee by a witness, any written statement
or exhibit submitted for the printed record or any written comments in response to a request
for written comments must conform to the guidelines listed below. Any statement or exhibit not
in compliance with these guidelines will not be printed, but will be maintained in the Committee
files for review and use by the Committee.

1. All statements and any accompanying exhibits for printing must be submitted on an IBM
compatible 3.5-inch diskette in WordPerfect or MS Word format, typed in single space and may
not exceed a total of 10 pages including attachments. Witnesses are advised that the Com-
mittee will rely on electronic submissions for printing the official hearing record.

2. Copies of whole documents submitted as exhibit material will not be accepted for printing.
Instead, exhibit material should be referenced and quoted or paraphrased. All exhibit material
not meeting these specifications will be maintained in the Committee files for review and use
by the Committee.

3. A witness appearing at a public hearing, or submitting a statement for the record of a pub-
lic hearing, or submitting written comments in response to a published request for comments
by the Committee, must include on his statement or submission a list of all clients, persons,
or organizations on whose behalf the witness appears.

4. A supplemental sheet must accompany each statement listing the name, company, address,
telephone and fax numbers where the witness or the designated representative may be reached.
This supplemental sheet will not be included in the printed record.

The above restrictions and limitations apply only to material being submitted for printing.
Statements and exhibits or supplementary material submitted solely for distribution to the
Members, the press, and the public during the course of a public hearing may be submitted in
other forms.

Note: All Committee advisories and news releases are available on the World
Wide Web at “http://waysandmeans.house.gov/”.

The Committee seeks to make its facilities accessible to persons with disabilities.
If you are in need of special accommodations, please call 202—-225-1721 or 202—-226-
3411 TTD/TTY in advance of the event (four business days notice is requested).
Questions with regard to special accommodation needs in general (including avail-
ability of Committee materials in alternative formats) may be directed to the Com-
mittee as noted above.
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* * * NOTICE—HEARING POSTPONEMENT * * *

ADVISORY

FROM THE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON SOCIAL SECURITY

FOR IMMEDIATE RELEASE CONTACT: (202) 225-9263
October 11, 2001
No. SS-9-Revised

Postponement of Subcommittee Hearing on
the Social Security Administration’s Response to
the September 11 Terrorist Attacks
Thursday, October 18, 2001

Congressman E. Clay Shaw, Jr., (R-FL), Chairman of the Subcommittee on Social
Security of the Committee on Ways and Means, today announced the Subcommittee
hearing on the Social Security Administration’s response to the September 11 ter-
rorist attacks, previously scheduled for Thursday, October 18, 2001, at 10:00 a.m.,
in room B-318 Rayburn House Office Building, has been postponed and will be
rescheduled at a later date.

* % * NOTICE—HEARING RESCHEDULED * * *

ADVISORY

FROM THE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON SOCIAL SECURITY

FOR IMMEDIATE RELEASE CONTACT: (202) 225-9263
October 25, 2001
No. SS-9-Revised #2

Rescheduled Hearing of the
Subcommittee on Social Security on the
Social Security Administration’s Response
to the September 11 Terrorist Attacks
Thursday, November 1, 2001

Congressman E. Clay Shaw, Jr., Chairman of the Subcommittee on Social Secu-
rity of the Committee on Ways and Means, today announced that the Subcommittee
hearing on the Social Security Administration’s response to the September 11 ter-
rorist attacks previously scheduled for Thursday, October 18, 2001, will now be
held on Thursday, November 1, 2001, at 10:00 a.m., in room B-318 Rayburn
House Office Building.
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DETAILS FOR SUBMISSION OF WRITTEN COMMENTS:

Please note: Due to the change in House mail policy, any person or organization
wishing to submit a written statement for the printed record of the hearing should
contact the Subcommittee on Social Security at (202) 225-9263 by the close of busi-
ness, Thursday, November 15, 2001. Those filing written statements who wish to
have their statements distributed to the press and interested public at the hearing
should contact the Subcommittee on Social Security at (202) 225-9263 by close of
business the day before the hearing.

All other details for the hearing remain the same. (See Subcommittee Advisory
No. SS-9, dated October 11, 2001.)

* * * NOTICE—CHANGE IN LOCATION * * *

ADVISORY

FROM THE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON SOCIAL SECURITY

FOR IMMEDIATE RELEASE CONTACT: (202) 225-9263
October 31, 2001
No. SS-9-Revised #3

Change in Location
for Subcommittee Hearing on the
Social Security Administration’s Response
to the September 11 Terrorist Attacks

Congressman E. Clay Shaw, Jr., (R-FL), Chairman, Subcommittee on Social Secu-
rity of the Committee on Ways and Means, today announced that the Subcommittee
hearing on the Social Security Administration’s response to the September 11 ter-
rorist attacks, previously scheduled for Thursday, November 1, 2001, at 10:00 a.m.,
in room B-318 Rayburn House Office Building, will now be held in room 2200
Rayburn House Office Building.

All other details for the hearing remain the same. (See Subcommittee Advisory
No. SS-9, dated October 11, 2001, and No. SS-9-Revised #2, dated October 25,
2001.)

———

Chairman SHAW. Good morning. I want to thank the Foreign Af-
fairs Committee for allowing us to use their room. I think it is
quite appropriate because of the subject of the hearing that we
have this morning.

Today we focus on the Social Security Administration’s (SSA’s)
response to the tragic events of September 11. As we mourn the
loss of so many Americans, the best of our great Nation have
stepped forward to assist those injured and the families of those
who were lost. Many of the victims were eligible for Social Security
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survivor or disability benefits, and employees of the Social Security
Administration responded with urgency, dedication, and with great
compassion.

Today the Acting Commissioner of Social Security will detail the
Administration’s diligent efforts to respond to the victims of those
heinous attacks. And also this morning the Inspector General (IG),
Jim Huse, will discuss how the theft of Social Security numbers
may have helped harbor terrorists in our own country.

Countless hours of investigations by IG agents have provided key
identifying information on these terrorists and their networks. Law
enforcement officers, local police, Federal Bureau of Investigations
(FBI), Secret Service, and Social Security Administration Office of
Inspector General have worked in concert since the attack to iden-
tify the terrorists, their enabling thugs, and others who are sus-
pect.

The events of September 11 have changed all of us, perhaps for-
ever. Yet our resolve to respond is unyielding, and we learn today
more about the terrorists’ methods. Investigations have found that
some of the terrorists assumed identities using Social Security
numbers (SSNs) to execute their plans and to frustrate law enforce-
ment efforts.

The activities of the terrorists highlight the need for us to be
vigilant in ensuring the integrity of the Social Security number ap-
plication process, protecting the privacy of Social Security numbers,
and preventing identity theft.

This year, I, along with several of my Committee colleagues, in-
troduced H.R. 2036, the Social Security Number Privacy and Iden-
tity Theft Prevention Act of 2001. This bipartisan bill represents a
balanced approach to protecting the privacy of Social Security num-
bers while allowing for their legitimate use. It restricts the sale
and public display of Social Security numbers by both the public
and private sector and enforces such restrictions through civil and
criminal penalties. Passage of this legislation would be a step in
the right direction. Today we will learn whether there is more that
we can do.

Social Security is called upon after a crisis to assist victims, and
this role is paramount. I count the employees of the Social Security
Administration and the Office of Inspector General among our Na-
tion’s best, and we thank them for their ability to serve the public
good no matter how difficult.

But now we must look to the future. Having a secure system is
critical to preventing future attacks. Social Security numbers have
become the most frequently used personal identifier and are far too
easily used by criminals or terrorists to steal identities and obtain
false documents. We must act to protect the privacy of Americans’
Social Security numbers. It is a necessary step in our Nation’s re-
sponse to terrorism.

I note in yesterday’s Washington Times, in Charlotte, North
Carolina, a man was charged with attempting to obtain a credit
card under the name of a victim killed in the September 11 attack
on the World Trade Center. This I think is a new low. This is in-
credible, and certainly this alone should spur us along to move
ahead with this legislation.

I now yield to Mr. Matsui.
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[The opening statement of Chairman Shaw follows:]

Opening Statement of the Hon. E. Clay Shaw, Jr., a Representative in Con-
gress from the State of Florida, and Chairman, Subcommittee on Social
Security

Today we focus on the Social Security Administration’s response to the tragic
events of September 11th.

As we mourn the loss of so many Americans, the best of our great nation have
stepped forward to assist those injured and the families of those who were lost.
Many of the victims were eligible for Social Security survivor or disability benefits,
and employees of the Social Security Administration responded with urgency, dedi-
cation, and compassion.

Today, the Acting Commissioner of Social Security will detail the Administration’s
diligent efforts to respond to the victims of these heinous attacks. And also this
morning, Inspector General Jim Huse will discuss how the theft of Social Security
numbers may have helped harbor terrorists in our own country.

Countless hours of investigation by IG agents have provided key identifying infor-
mation on these terrorists and their networks. Law enforcement officers—local po-
lice, FBI, Secret Service, and the Social Security Administration’s Office of Inspector
General—have worked in concert since the attacks to identify the terrorists, their
enabling thugs, and others who are suspect.

The events of September 11 have changed all of us, forever. Yet, our resolve to
respond is unyielding. As we learn more about the terrorists’ methods, investigators
have found that some of the terrorists assumed identities, using Social Security
numbers to execute their plans and to frustrate law enforcement efforts. The activi-
ties of the terrorists highlight the need for us to be vigilant in ensuring the integrity
of the Social Security number application process, protecting the privacy of Social
Security numbers, and preventing identity theft.

This year, I, along with several of my Committee colleagues, introduced H.R.
2036, the “Social Security Number Privacy and Identity Theft Prevention Act of
2001.” This bipartisan bill represents a balanced approach to protecting the privacy
of Social Security numbers while allowing for their legitimate uses.

It restricts the sale and public display of Social Security numbers by both the pub-
lic and private sector and enforces such restrictions through civil and criminal pen-
alties. Passage of this legislation would be a step in the right direction. Today we
will learn whether there is more we can do.

Social Security is called upon after a crisis to assist victims, and this role is para-
mount. I count the employees of the Social Security Administration and the Office
of Inspector General among our nation’s best, and we thank them for their ability
to serve the public good, no matter how difficult.

But, now we must look to the future. Having a secure system is critical to pre-
venting future attacks.

Social Security numbers have become the most frequently used personal identi-
fier, and are far too easily used by criminals or terrorists to steal identities and ob-
tain false documents. We must act to protect the privacy of Americans’ Social Secu-
rity numbers. It is a necessary step in our nation’s response to terrorism.

—————

Mr. Matsul. Thank you very much, Mr. Chairman. I want to
first of all thank you for calling this hearing. I think it is very
timely and obviously very important, and I also want to thank you
very much for your bipartisan approach on the whole issue of the
identity of Social Security numbers, and how to protect the privacy
of those that have these numbers I think is extremely important.
And we appreciate the fact that you and your staff have outreached
to our staff on this particular issue. I appreciate it very, very much.

I would like to first of all thank Acting Commissioner Larry
Massanari and his staff, obviously the Inspector General’s Office,
and all of the employees of the Social Security Administration.

I would like to also just mention two witnesses who will be testi-
fying this morning who have done really an outstanding job. One
is Bea Disman from New York, and Laurie Watkins of the Phila-
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delphia Region, both of whom, obviously, because of the deaths that
occurred as a result of September 11 in both Pennsylvania and
New York, have done really an outstanding job with their staff.
And we just want to thank them very much as a result of that.

This was an unprecedented situation. All of us at this dais and
in the audience will remember this just as we recall Pearl Harbor,
John Kennedy’s assassination, and FDR’s death. This September
11 date will be a historic date, and all of you have really come
through and made sure that those victims and the families of vic-
tims have been helped greatly by this very difficult situation. And
over 4,000 people now are about to receive or have received either
survivor’s benefits or disability benefits, and that couldn’t have
happened without the dedication of our Federal work force. And all
of you really epitomize what this country is really all about and the
greatness of this country.

I would also just like to, if I may, make one other observation.
I think it is important to note that because of the Social Security
system, a family with two minor children will receive over the life-
time of that family over $400,000 in Social Security benefits. Now,
that will not take care of the loss of life that occurred. It will not,
obviously, take care of the loss of comfort. On the other hand, it
will give that family at least some opportunity to get back on its
feet and perhaps get on with their lives in the best possible way.

For a disabled individual, that family would receive, with the
head of the household being disabled, about $350,000 under the
current Social Security system, and it really demonstrates the
greatness of this system. And all of the employees of the adminis-
tration who are administering the program, you will at least give
some comfort to the lives of those Americans who have suffered so
severely by this tragic moment in American and world history. We
want to again thank you for that.

Mr. Chairman, again, I want to thank you and commend you for
holding this hearing today, and I look forward to Representative
Kelly from New York and, obviously, the other witnesses as well.

Chairman SHAW. Thank you, Bob, and it is a pleasure to be
working in a bipartisan way, which is sometimes too rare in this
Committee as well as other committees.

As our first witness, we have our colleague, Sue Kelly, from the
State of New York. We have your full statement, which will be
placed in the record, and you may proceed as you see fit. Welcome
to the Committee.

STATEMENT OF HON. SUE W. KELLY, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF NEW YORK

Mrs. KELLY. Thank you very much. Chairman Shaw, Congress-
man Matsui, and members of the Subcommittee, I thank you for
allowing me to testify here today on this subject.

The Financial Services Subcommittee on Oversight and Inves-
tigations, of which I am the chairman, has investigated the issue
of timely release of death information by the Social Security Ad-
ministration to the financial services industry and its links to iden-
tity theft. I appreciate this opportunity to review the problems we
have found and discuss the potential solutions with your Sub-
committee.
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According to the Federal Trade Commission, identity theft was
the top consumer complaint received last year, with the rate of
complaints and inquiries increasing at an alarming rate with the
widespread use of the Internet technology. Numerous examples of
organized identity theft, with great cost to the victims, retailers,
and lenders, can be found all around our country.

In addition, the families of the recently deceased are especially
vulnerable because they are so engaged in the aftermath of the
death that steps are not taken to properly protect the deceased’s
Social Security number and to monitor the deceased’s accounts.

Last year, two felons—James Jackson and Derek Cunningham—
assumed the identities of numerous executives, living and de-
ceased, and purchased over $730,000 worth of gems and watches
using credit they obtained using the stolen identities. The victims
included senior executives of some of America’s best-known compa-
nies, such as Coca-Cola, Lehman Brothers, Hilton Hotels, and
Wendy’s International. The deceased chairman of Wendy’s had
been dead for only 10 days when the Jackson gang stole his Social
Security number and misused it. Fortunately, the law caught up
with them, and they are awaiting sentencing in New York City.

Staff of the Financial Services Committee met with officials of
the Social Security Administration to begin a review of the process
by which Social Security numbers of the deceased are transmitted
to the financial services industry for permanent deactivation. As
you may know, the SSA updates the Death Master File and sends
it by magnetic tape through regular mail to another Federal gov-
ernment agency each month for commercial distribution. That
agency makes copies of the original tape and, again, mails out cop-
ies to the subscribers. Now, obviously, this is going to be a long
process. It is all done by snail mail.

The Financial Services Committee has concluded that this is an
antiquated process that creates a window of opportunity for tech-
savvy criminals. And I know you agree that this process, which can
take well over 30 days from the time of death, is completely out-
dated when we can securely and instantly update information
through the Internet.

Most recently, however, we learned that this issue is now a mat-
ter of our national security and safety. This Washington Post arti-
cle from Saturday, September 29, states that Lofti Raissi, held by
the British on suspicion that he trained four of the hijackers, had
used the Social Security number of a New Jersey woman who has
been dead for 10 years. You take this issue of timely release and
use the Social Security information to a new level. I think that this
requires immediate action.

As you, Mr. Chairman, pointed out, the newspapers have re-
ported now a man that attempted about October 2 to steal the
identity of a victim of the World Trade Center of September 11. It
was only from September 11 to October 2 that it took for this man
to get that Social Security number and try to fake that ID.

I would like to know if I could insert both of these in the record,
with your permission.

Chairman SHAW. Without objection.

[The articles follow:]
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U.S. Develops Picture of Overseas Plot
Hijackers Spent $500,000; at Least 4 Trained in Afghan Camps

By Dan Eggen and Bob Woodward
Washington Post Staff Writers
Saturday, September 29, 2001; Page A01

The terrorists who carried out the Sept. 11 attacks were bankrolled with $500,000
from overseas that financed an operation planned and launched several years ago
in Germany, with crucial support in Britain, the United Arab Emirates and Afghan-
istan, senior government officials have concluded.

U.S. investigators have determined that at least four of the 19 suspected hijackers
were trained at camps in Afghanistan run by Osama bin Laden, whose al Qaeda
network is believed responsible for the assaults on New York and Washington. They
also have tentatively concluded there are links between bin Laden and most of the
ot}z_{eréj }gjackers, according to information gathered by the Justice Department, FBI
and CIA.

Government investigators are becoming increasingly convinced that one or two
other hijackings were in the works, officials said, and are focusing on three men in
U.S. custody who received flight training. One was detained while seeking flight
simulator training in Minnesota before the hijackings, and two others were arrested
on a train in Texas after departing on a jet that was grounded after the attacks,
sources said.

Government officials said other people in the United States might have provided
minor assistance or had knowledge that a terrorist operation was underway. But the
FBI has found little evidence so far that the teams of hijackers received much sup-
port here, sources said.

“There seems to be no U.S. mastermind,” one official said.

The Justice Department has cast a global dragnet over the last two weeks in a
hunt for accomplices. It is narrowing its criminal investigation to a number of indi-
viduals and is beginning to formulate criminal charges that could be filed against
them, sources said. But a senior Justice official declined to predict when the first
indictment might be handed down.

“We are past the first phase, and we are beginning to sharpen and focus the in-
vestigation,” one Justice official said. “You don’t get smoking guns in a case like
this. The key is going to be in the details, in putting together the pieces, and we’ve
gone a long way to doing that.... We're looking with particularity at a number of
people.”

The disclosures provide the most complete picture yet of the direction and scope
of the U.S. investigation into the deadliest terror attack in American history, which
has left 6,500 people missing or dead in New York, Washington and Pennsylvania.
The hijackings have led to arrests on every continent but Antarctica.

In tracing $500,000 flowing into U.S. bank accounts used by Mohamed Atta and
other suspected Members of the hijacking teams, the FBI has documented numerous
large cash withdrawals and a long trail of hotels, rental cars and airplane trips that
largely dispel any notion of an austere plot, a senior government official said. Pre-
vious reports have said the attacks cost no more than $200,000.

Some of the money used to prepare the attack has already been linked to accounts
in the Middle East, the source said, and investigators have documented instances
of simultaneous withdrawals from the same account in different cities.

“This was not a low-budget operation,” the official said. “There is quite a bit of
money coming in, and they are spending quite a bit of money.”

Investigators are convinced that the details of the terror plot were hatched in
Hamburg, Germany, where Atta and two other suspected hijackers, Marwan Al-
Shehhi and Ziad Samir Jarrah, are believed to have run a terrorist cell out of a sec-
ond-floor student apartment.

The FBI is doubling its contingent of agents working on the investigation in Ger-
many, in the belief that the trail will lead from there to the Middle East, one official
said. The initial concept for the Sept. 11 attacks likely came from Afghanistan,
where bin Laden is believed to be hiding, another official said.

Investigators have found that the suspected leaders in the plot moved in and out
of the United States beginning at least 18 months ago, with lower-level hijackers
not arriving until this year. Atta returned to Germany at least twice after arriving
in the United States, a source said.

“There were two groups on each plane,” one senior official said. “You’ve got the
brains, who are the pilots and the leaders, and then you have the muscle coming
in later on. They were the ones who held the passengers at bay.”

The FBI is deeply suspicious of the circumstances surrounding three key men who
have been detained in the case. Zacarias Moussaoui was taken into custody in Min-
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nesota in August after he attempted to pay cash to learn how to steer, but not take
off or land, a jumbo jet.

Moussaoui 1s not cooperating with authorities.

Two others, Mohammed Jaweed Azmath and Ayub Ali Khan, were detained on
an Amtrak train Sept. 12 in Fort Worth with hair dye, large amounts of cash and
box-cutter knives like the ones used in the hijackings. The men, who had lived in
Jersey City, had flown on a plane from Newark to St. Louis that was grounded after
the attacks. Both men had flight training, one source said.

FBI agents have combed the passenger manifest on that flight and have not found
anyone else who is believed to be a potential hijacker, an official said.

Adding another important element to the global investigation, British authorities
yesterday accused an Algerian pilot of training four of the hijackers, including the
apparent pilot of the jet that crashed into the Pentagon.

During an extradition hearing in London, British prosecutor Arvinda Sambir sug-
gested that Lotfi Raissi, 27, may have been a knowing participant in the terrorist
plot, and that U.S. authorities might charge him with conspiracy to murder.

“The hope is that he will be able to tell us who planned what and when,” added
one senior U.S. official.

However, the British prosecutor left open the possibility that Raissi may have in-
structed the hijackers at an Arizona flight school without knowing their intentions.
Defense lawyer Richard Egan said Raissi “adamantly denies any involvement in the
recent appalling tragedies.”

In a sign of U.S. investigators’ intense interest in the case, eight FBI agents at-
tended the hearing at Bow Street Magistrates’ Court. The court ordered Raissi held
in jail for another week, pending a second hearing on the U.S. extradition request.

The original request, issued June 19, said Raissi had given false information on
an application for a U.S. pilot’s license. Now, authorities want to pursue his alleged
connections with the hijackers.

Dressed in a white track-suit top and pants, Raissi spoke only to confirm his
name during the brief hearing,.

Sambir said that Raissi, who was arrested in Britain last week, had visited the
United States several times this year. The evidence against him, she said, includes
a videotape of him flying on June 23 from Las Vegas to Phoenix with Hani Hanjour,
who is believed to have been the pilot of American Airlines Flight 77, the plane that
hit the Pentagon.

In June, Hanjour was a Member of the flight simulator club of the Sawyer School
of Aviation in Phoenix, according to the school’s spokeswoman. Raissi was also a
Member of the Phoenix flight simulator club for 5 months this year and used a
flight simulator at a Phoenix area airport at the same time as Hanjour, according
to the aviation school.

“He was a lead instructor of four of the pilots that were responsible for the hijack-
ings,” Sambir said in court. “We say he was there to ensure that the pilots were
capable and trained for this purpose,” she added.

Raissi received a U.S. commercial pilot’s license in January 1999, with a rating
to fly a Boeing 737. Two days later, he was certified as a ground instructor, and
in March 1999, he received a license to be a flight instructor.

Raissi lived in a Phoenix apartment complex and listed himself as both a student
and employee at Westwind Aviation Academy, a flight school at the Phoenix Deer
Valley Airport, according to the East Valley Tribune, a Mesa, Ariz., newspaper.
Raissi has said he trained at Westwind in 1997 and 1998, according to documents
the FBI showed to another local flight school director.

Westwind was acquired 2 years ago by Pan Am International Flight Academy, a
Florida company. Todd Huvard, a vice president at Pan Am International, said the
company was cooperating with the FBI but would not release any information to
the press.

Last week, police searched Raissi’s apartment in the village of Colnbrook, Berk-
shire, near London’s Heathrow airport, and took a flight manual and a pilot’s log-
book that had several pages torn out, authorities said.

In an odd twist, a database search of public records shows that Raissi had used
the Social Security number of a Jersey City woman who died in 1991. The woman,
Dorothy Hansen, was a retired factory worker.

Hansen’s grandson, Carl G. Hansen III, 37, said he had never heard of Raissi.
Joyce Mastrangelo, Dorothy Hansen’s daughter, said she was astounded.

“Oh my God, how did he get that?” Mastrangelo said. “My mother has been dead
10 years.”

In other developments yesterday:

o Attorney General John D. Ashcroft released a four-page letter in Arabic that
was found among the belongings of men on three of the hijacked jetliners. The letter
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includes Islamic prayers, speaks of death for a glorious cause, and reminds the read-
er not to forget his knives and passport.

The letter, first detailed in yesterday’s Washington Post, demonstrates how the
Muslim hijackers “grossly perverted the Islamic faith,” said Ashcroft, who repeated
that Muslims in the United States “deserve dignity and respect.”

Identical letters were discovered in three places. One was found inside a car
parked at Dulles International Airport, starting point of the flight that crashed into
the Pentagon. The second was found at the Pennsylvania crash site of United Flight
93. The third was found in the Boston luggage of Atta, who was aboard one of the
planes that plunged into the World Trade Center.

e Ashcroft said more than 480 people have been arrested or detained during the
first 18 days of a quest he has called the largest criminal investigation in the na-
tion’s history.

Although bin Laden has been identified by President Bush as the sponsor of the
Sept. 11 attacks, Ashcroft said investigators “have not ruled out the participation
of any individual or any organizations in this attack.”

¢ FBI Director Robert S. Mueller III contested reports that FBI agents have posed
questions about political beliefs to Muslims, Sikhs and Arab Americans who have
been stopped or detained as part of the investigation. He said questioning focuses
on relationships with the 19 suspected hijackers and their associates, and “may
cross over into relationships that may have sprung out of attendance at, for in-
stance, religious meetings. But there is no effort to delve into either the political
or the religious beliefs of individuals.”

¢ In Cedar Rapids, Iowa, the Secret Service arrested Youssef Hmimssa, who had
been wanted under the alias Jalali. Authorities said they believe he may have
knowledge of a terrorist threat against former defense secretary William Cohen.

Hmimssa was indicted Thursday, along with two other men, by a Federal grand
jury in Detroit on two counts of fraud. During a Sept. 18 search of a Detroit apart-
ment, FBI agents seized false immigration papers and a fake passport bearing the
name Michael Saisa and a picture believed to be that of Hmimssa or Jalali, two of
five aliases cited by authorities. He was also wanted in Chicago on charges of finan-
cial-related fraud and false identification charges.

Agents also found a day planner that refers to the “American defense minister”
and contains an apparent sketch of the U.S. air base in Incirlik, Turkey. Cohen can-
celed a visit to Incirlik last December after learning of a “credible threat against
him,” according to a former Department of Defense officials.

Special correspondent Adi Bloom in London; staff reporters Sari Horwitz, Lena Sun, Scott
Higham, Fredrick Kunkle, Allan Lengel, Peter Slevin and Marcia Slacum Greene, and research-
ers Bobbye Pratt and Margot Williams contributed to this report.

Man indicted for attempting to steal identity of WTC victim

heraldsun.com
By The Associated Press
October 31, 2001 8:16 am

GREENSBORO—A North Carolina man has been indicted on charges he tried to
steal the identity of someone killed in the terrorist attack at the World Trade Cen-
ter.

The U.S. Secret Service arrested Jermaine Lamar McCall, 20, of Laurel Hill, on
Friday after he was indicted on charges of making false statements to a bank and
identity theft. U.S. Attorney Benjamin H. White Jr. announced the indictment Tues-
day.

The indictment, handed down by a Federal grand jury in Greensboro, charges that
on or about Oct. 2, McCall applied for a Citibank credit card using the name, Social
Security number and birth date of a victim of the Sept. 11 attacks.

The false statement to a bank charge carries a maximum possible penalty of 30
years in prison and a $1 million fine. The identity theft charge carries a maximum
penalty of 3 years in prison and a $250,000 fine.

e —

Mrs. KELLY. The chairman of the Financial Services Committee,
Representative Mike Oxley, and I agree: Whether someone has
been dead for as little as 10 days or as long as 10 years, that Social
Security number should never be available for illegal use, and the
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financial services industry should have the knowledge of the death
and the ability to apply it right away. We must stop crooks and ter-
rorists from so easily using someone else’s Social Security number
to obtain credit or verify a false identity. That is why we asked the
Social Security Administration to take a fresh look at the way they
release Social Security numbers of the deceased and asked that the
U.S. General Accounting Office (GAO) quickly review the issue, in-
cluding the industry’s use of death information. We have to throw
open the doors, we have to cut the red tape, and we have to tear
down these barriers to preventing identity theft. We have to make
sure that we can know who these people really, truly are. It is im-
portant that you are having this hearing today.

We have to ensure at the very least that the industry can readily
distinguish inactive Social Security numbers from active ones,
starting with the transmission from SSA to the financial services
industry almost immediately after death. The GAO briefed senior
staff of your Subcommittee and mine last week on their initial
progress in response to our letter. They have already found areas
for improvement, and we look forward to holding a joint Sub-
committee hearing with you, Mr. Chairman, in the very near future
to review this issue in more detail. I speak for the Committee
chairman and for all Members of the Financial Services Committee
in pledging to work with you toward a permanent solution to this
problem.

I have a copy of the September 29 article from the Washington
Post, as well as the letters that we have written to the SSA, the
GAO, the Committee’s press release of October 5, and the October
18 response of the Social Security Commissioner to this inquiry,
and gask unanimous consent that all of this be included in the
record.

I thank you again for the opportunity to testify, and I am glad
to take any questions you may have.

[The information follows:]
U.S. House of Representatives
Washington, DC 20515
October 3, 2001

Mr. Larry G. Massanari, Acting Commissioner
Social Security Administration

500 E. Street, SW

Washington, DC 20254

Dear Acting Commissioner Massanari:

We need your immediate action to protect the American people from the theft of
a deceased’s Social Security number. Such a theft now appears to have played a role
in the terrorists’ attacks on our country on September 11. Social Security numbers
have become too easy for criminals to use to commit fraud, and it is too difficult
for regulated finance companies to prevent fraud using stolen numbers.

A Washington Post article on Saturday, September 29, reported that a man sus-
pected of training four of the terrorists who hijacked the airliners on September 11
used the Social Security number of a New Jersey woman who died in 1991. The
woman’s relatives had never heard of the suspect and were astounded at the use
of the Social Security number 10 years after the woman’s death. It appears from
the published report that the Social Security number was included in the Death
Master File released regularly by your office.

For several months, the Committee on Financial Services has investigated the
process of collecting and distributing information on deaths and is concerned that
the current notification system may be outdated, inefficient, and untimely. We have
studied other cases of identity theft and heard from numerous constituents who suf-
fered fraud perpetrated through the identity theft of a recently deceased family
Member. Fraud losses in just one case totaled more than $730,000, because the fi-
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nancial institutions involved did not receive timely notice of the victims’ deaths. In
each case, the fraud could have been prevented, or at least limited, through a more
timely and targeted release of the Death Master File.

However, in light of the Washington Post report, the need to ensure the imme-
diate and permanent deactivation of deceased’s Social Security numbers is greater
than ever. It is now a matter of the protection of our national security and the safe-
ty of each and every American.

We need to get used Social Security numbers to the credit bureaus and credit card
issuers much more quickly to prevent future incidents. At a time when instanta-
neous and secure updating of information through the Internet has become a rou-
tine practice, we fail to see why it should take well over a month before the financial
services industry receives a deceased’s name and Social Security number in a com-
plete and official file. We also need to ensure that such numbers can never be used
again to obtain credit, obtain funds in any way, or improperly verify another per-
son’s identity.

Please contact us by October 19 to let us know how these concerns can be ad-
dressed, and whether any additional congressional action is necessary to facilitate
your efforts. We also plan further follow-up on the timeliness of the collection of
death information and how financial institutions could better use the information
upon distribution without creating opportunities for additional fraud or a criminal
purpose. We are also requesting that the General Accounting Office immediately
begin a review of the matter and provide recommendations for action by SSA and
the financial services industry.

Sincerely,
Michael G. Oxley
Chairman
Committee on Financial Services
Marge Roukema
Vice-Chair
Committee on Financial Services
Sue W. Kelly
Chairwoman
Subcommittee on Oversight and Investigations

U.S. House of Representatives
Washington, DC 20515
October 3, 2001

Hon. David M. Walker

Comptroller General of the United States
U.S. General Accounting Office

441 G Street, NW

Washington, DC 20548

Dear Comptroller Walker:

We need your immediate action to protect the American people from the theft of
a deceased’s Social Security number. Such a theft now appears to have played a role
in the terrorists’ attacks on our country on September 11. Social Security numbers
have become too easy for criminals to use to commit fraud, and it is too difficult
for regulated finance companies to prevent fraud using stolen numbers.

A Washington Post article on Saturday, September 29, reported that a man held
in Great Britain, and suspected of training four of the terrorists who hijacked the
airliners on September 11, used the Social Security number of a New Jersey woman
who died in 1991. The woman’s relatives had never heard of the suspect and were
astounded at the use of the Social Security number 10 years after the woman’s
death. It appears from the published report that the Social Security number was
included in the Death Master File, raising the question how the suspect improperly
re-used the number.

For several months, the Committee on Financial Services has investigated the
process of collecting and distributing information on deaths and concluded that this
notification system is outdated, inefficient, and untimely. We have studied other
cases of identity theft and heard from constituents who suffered fraud perpetrated
through the identity theft of a recently deceased family Member. Fraud losses in
just one case totaled more than $730,000, because the financial institutions involved
did not receive timely notice of the victims’ deaths. In each case, the fraud could
}l\fve be%‘n1 prevented, or at least limited, through a more timely release of the Death

aster File.
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However, in the wake of news that a deceased’s Social Security number might
have been used by a suspect in the deadly acts inflicted on our country, the need
to ensure their immediate and permanent deactivation is greater than ever. It is
now a matter of the protection of our National security and the safety of each and
every American.

We need to get the Social Security numbers to the credit bureaus and credit card
issuers much more quickly to prevent another such incident. At a time when instan-
taneous and secure updating of information through the Internet has become a rou-
tine practice, we fail to see why it should take well over a month before the financial
services industry receives a deceased’s name and Social Security number in a com-
plete and official file. We also need to ensure that such numbers can never be used
again to improperly obtain credit or funds in any way or to verify another person’s
identity.

Accordingly, we are asking GAO to examine the full process of gathering and dis-
tributing death information, recommend how to accelerate it and how to perma-
nently deactivate such numbers. Specific areas of inquiry should include, but not be
limited to, the following: (1) How much time does each stage of the process take,
from initially gathering the information to the receipt of the DMF by subscribers?
(2) What actions could be taken to ensure more timely collection and transmittal
to financial institutions to reduce the potential for fraud? (3) Would it be possible
for the SSA to update the master death list on a daily or weekly basis with an im-
mediate electronic transfer to the NTIS, or to the financial services industry without
NTIS’s involvement? (4) What steps need to be taken by SSA and the financial serv-
ices industry to ensure that such numbers are never used again?

Please provide the Committee staff with the information and recommendations
you have developed on the subject by Friday, October 19. Due to the critical impact
of identity theft on our National security, we are asking that you place this review
ahead of all others requested by the Committee.

Sincerely,
Michael G. Oxley
Chairman
Committee on Financial Services
Marge Roukema
Vice-Chair
Committee on Financial Services
Sue W. Kelly
Chairwoman
Subcommittee on Oversight and Investigations

CURRENCY

Committee on Financial Services
Michael G. Oxley, Chairman
For Immediate Release: CONTACT: Peggy Peterson at 226-0471
Friday, October 5, 2001

Oxley, Roukema, Kelly Seek to Prevent Identity Theft
by Terrorists and Criminals,
Urge Quick government Action to Close Loophole

Seeking to prevent identity theft and financial fraud, House Financial Services
Chairman Michael G. Oxley (OH), Vice Chairwoman Marge Roukema (NJ), and
Oversight and Investigations Subcommittee Chairwoman Sue Kelly (NY) today re-
vealed a government loophole that makes identity theft easier. They called on the
Social Security Administration (SSA) to take quick action to close it.

The Members have discovered a lapse in SSA practices that Oxley says “presents
an engraved invitation on a silver platter to an identity thief.”

What makes the gaping loophole even worse is that the vulnerable identities are
those of deceased individuals. Making the matter more urgent is the fact that a man
being held on suspicion of involvement in the September 11 hijacking attacks ille-
gally used the Social Security number of a New Jersey woman who died in 1991.

Oxley added, “Now we know that the terrorist MO might include identity theft,
it’s critical for the SSA to take extra steps to protect Americans’ Social Security
numbers and their identities.”
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“Tightening up practices at the SSA will help to foil common thieves stealing
identities to obtain illegal credit cards, as well as brutal terrorists who may be plot-
ting something much worse,” Roukema said.

In a letter to the SSA, Oxley, Roukema, and Kelly called for modernization of the
gathering and distribution of death information to the financial services industry.
The Members are seeking immediate and permanent deactivation of Social Security
numbers, whether an individual has been dead for ten years or 10 days. Oxley is
considering adding such a legislative provision to his anti-money laundering pack-
age introduced Wednesday, H.R. 3004, the Financial Anti-Terrorism Act.

The SSA actually uses ’snail mail’ every month to send a cartridge of death infor-
mation to another Federal agency, which copies it again and sends it—again
through regular mail—to subscribers like credit bureaus, credit card issuers, and
other financial institutions. The whole process takes well over a month. In the
meantime, Social Security numbers and accounts remain active, and identities are
up for grabs by clever thieves. Because of the time gap, criminals can deplete life-
long savings before the deceased victim’s financial institutions are even informed of
the death.

“Terrorists have shown they will use any means at their disposal to carry out
their monstrous plans. Closing these loopholes will take away another tool in the
terrorists’ arsenal,” Kelly said. “The Federal government needs to act swiftly to pre-
vent this from happening again.”

“The Social Security Administration has the power to stop rip-off artists and ter-
rorists from victimizing the dead and their grieving families,” Oxley said. “The fi-
nancial services industry needs to have an official notification of a person’s death
from the Federal government quickly and permanently—preferably by electronic
means—to prevent identity theft and financial losses.”

The Committee investigated the theft of Social Security numbers by James R.
Jackson and Derek Cunningham, who admitted to stealing hundreds of thousands
of dollars by assuming the identities of live and deceased victims. One Ohio victim
had been deceased for 10 days when Jackson and Cunningham stole his Social Secu-
rity number, assumed his identity, and arranged the transfer of $300,000 from the
corporate executive’s life savings to buy diamonds and watches for resale on the
black market.

These felons and others like them would have had a much more difficult time
stealing identities if the Federal government had sent official notification to the
credit bureaus and credit card companies sooner.

Social Security Administration
Baltimore, Maryland 21235
October 18, 2001

Hon. Michael G. Oxley

Chairman, Committee on Financial Services
House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

This is in response to your letter of October 3, 2001 regarding the theft of de-
ceased individuals’ Social Security numbers. We share your concerns about potential
fraudulent use of death information and your interest in providing it in a timely,
accurate and secure manner,

The Social Security Administration (SSA) releases the fact of death and the indi-
vidual’s name, date of death and SSN to any requestor under the terms of a court
settlement made in 1980 in connection with a Freedom of Information Act lawsuit
brought against SSA. SSA makes the Death Master File (DMF) available through
the Department of Commerce’s National Technical Information Service (NTIS).
NTIS sells the information to the private sector. Any private sector customer (e.g.,
credit card companies, financial institutions) can purchase the DMF from NTIS.

Clearly the value of the DMF to users would be enhanced if updates, which are
currently offered to subscribers on a monthly basis, were to be provided more fre-
quently. That value could be further enhanced if the files and updates were pro-
vided electronically rather than through magnetic media, as is the current case.

I share your concern that we do everything we can to make timely and reliable
information about deaths available to members of the financial community. As more
information becomes available to us concerning activities leading up to the events
of September 11, the need to strengthen our existing processes in this area is clear.
We are reviewing our current procedures in this area and look forward to working
with you, the members of your Committee, and others in the Congress to enhance
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the value of our DMF to the many subscribers who rely on it for information regard-
ing deaths that occur in this country.We are providing the same information to Rep-
resentatives Sue Kelly and Marge Roukema.
Sincerely,
Larry G. Massanari
Acting Commissioner of Social Security

e —

[The prepared statement of Mrs. Kelly follows:]

Statement of the Hon. Sue W. Kelly, a Representative in Congress from the
State of New York

Chairman Shaw, Congressman Matsui, and members of the Subcommittee, thank
you for allowing me to testify here today on this subject. The Financial Services
Subcommittee on Oversight and Investigations, which I chair, has investigated the
issue of the timely release of death information by the Social Security Administra-
tion to the financial services industry and its links to identity theft. I appreciate
this opportunity to review the problems we have found and discuss potential solu-
tions with your Subcommittee.

According to the Federal Trade Commission, identity theft was the top consumer
complaint received last year, with the rate of complaints and inquiries increasing
at an alarming rate with the widespread use of Internet technology. Numerous ex-
amples of organized identity theft, with great cost to the victims, retailers, and lend-
ers, can be found around the country.

In addition, the families of the recently deceased are especially vulnerable, be-
cause they are so engaged in the aftermath of the death that steps are not taken
to properly protect the deceased’s Social Security number and monitor the
deceased’s accounts. Last year, two felons, James Jackson and Derek Cunningham,
assumed the identities of numerous executives, living and deceased, and purchased
over $730,000 in gems and watches using the credit they obtained using the stolen
identities. The victims included senior executives of some of America’s best-known
corporations, such as Coca-Cola, Lehman Brothers, Hilton Hotels, and Wendy’s
International. The deceased chairman of Wendy’s had been dead for only 10 days
when the Jackson gang stole his Social Security number and misused it. Fortu-
Iéately, the law caught up to them, and they are awaiting sentencing in New York

ity.

Staff of the Financial Services Committee met with officials of the Social Security
Administration to begin a review of the process by which Social Security numbers
of the deceased are transmitted to the financial services industry for permanent de-
activation. As you may know, SSA updates the Death Master File only on a monthly
basis and sends it by magnetic tape through regular mail to another government
agency each month for commercial distribution. That agency makes copies of the
original tape and, again, mails the copies out to subscribers. The Financial Services
Committee has concluded that this antiquated process creates a window of oppor-
tunity for tech-savvy criminals. I know you agree that this process, which can take
well over 30 days from the time of death, is completely outdated when we can se-
curely and instantly update information through the Internet.

Most recently, however, we learned that this issue is now a matter of our national
security and safety. This Washington Post article from Saturday, September 29,
states that Lofti Raissi, held by the British on suspicion that he trained 4 of the
hijackers, had used the Social Security number of a New Jersey woman who has
been dead for 10 years! This takes the issue of timely release and use of Social Secu-
rity information to a new level that requires immediate action.

The Chairman of the Financial Services Committee, Mike Oxley, and I agree:
Whether someone has been dead for as little as 10 days or as long as 10 years, that
Social Security number should never be available for illegal use, and the financial
services industry should have the knowledge of the death and the ability to apply
it. We must stop crooks and terrorists from so easily using someone else’s Social Se-
curity number to obtain credit or verify a false identity. That is why we asked the
Social Security Administration to take a fresh look at the way they release Social
Security numbers of the deceased and asked the General Accounting Office to quick-
ly review the issue, including the industry’s use of death information. We have to
throw open the doors, cut the red tape, and tear down the barriers.

We must ensure at the very least that the industry can readily distinguish inac-
tive Social Security numbers from active ones, starting with the transmission from



E:\HR\OC\D410A . XXX

18

SSA to the financial services industry almost immediately after death. GAO briefed
senior staff of your Subcommittee and mine last week on their initial progress in
response to our letter. They have already found areas for improvement, and we look
forward to holding a joint Subcommittee hearing with you, Mr. Chairman, in the
very near future to review this issue in more detail. I speak for the Committee
Chairman and all members of the Financial Services Committee in pledging to work
with you towards a permanent solution to this problem.

I have a copy of the September 29, 2001 article from the Washington Post, the
letters that we wrote to SSA and the GAO, the Committee’s press release of October
5, and the October 18 response of the Social Security Commissioner to this inquiry.
I ask unanimous consent that they be included in the record.

Thank you again for this opportunity.

———

Chairman SHAW. Thank you, and without objection, those mat-
terﬁ ghat you asked unanimous consent to be placed in the record
will be.

We look forward to meeting with you. We will be announcing
today the joint meeting that we will be having with your Sub-
committee next week in order to discuss and explore the issues re-
lated to the Death Master File and identity theft, and we look for-
ward to working with your Committee.

Do any of our Members have any questions for Mrs. Kelly?

[No response.]

Chairman SHAW. Thank you very much for being with us this
morlriling. We look forward to being with you at a hearing next
week.

We now have, as Mr. Matsui pointed out, three witnesses to
come to the table. We have the Acting Commissioner of Social Se-
curity, Larry Massanari, who I think is still looking forward to
passing the baton on to his successor. He tells us that every time
he comes here. And we have Beatrice Disman from the New York
Region. She is the commissioner of the New York Region. And Lau-
rie Watkins is the acting Philadelphia regional commissioner.

Welcome, and you may proceed, Mr. Acting Commissioner, as you
see fit. Your full statement, as you well know, will be made a part
of the record.

STATEMENT OF LARRY G. MASSANARI, ACTING COMMIS-
SIONER, SOCIAL SECURITY ADMINISTRATION, ACCOM-
PANIED BY BEATRICE M. DISMAN, NEW YORK REGIONAL
COMMISSIONER, AND LAURIE WATKINS, ACTING PHILADEL-
PHIA REGIONAL COMMISSIONER

Mr. MASSANARI. Thank you, Mr. Chairman.

Mr. Chairman, Mr. Matsui, Members of the Subcommittee, thank
you for inviting us here today to discuss SSA’s response to the Sep-
tember 11 terrorist attacks. We at SSA, along with the rest of the
Nation, were deeply affected by the tragic events of that day, and
we responded immediately to the needs of the victims and their
families.

Before I begin, though, I, too, want to acknowledge the dedicated
service of the two regional commissioners who are here with me
today. On my right is Bea Disman, the regional commissioner in
New York, and on my left, the acting regional commissioner for
Philadelphia, Laurie Watkins. They and their staffs have worked
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tirelessly to provide prompt and compassionate service to those af-
fected by these acts of terror.

I also want to recognize the extraordinary efforts of SSA’s em-
ployees, particularly those in the New York and Philadelphia re-
gions. Reflecting the very finest traditions of our agency, they have
set aside their personal concerns, because they recognized the im-
portance of what they do for the American people. They have han-
dled the difficult and delicate task of working with the survivors
to help them obtain benefits, and they have done that with compas-
sion and with speed.

I had the opportunity in September to visit the Family Assist-
ance Centers in both New York and Virginia, where SSA staff have
worked long hours to provide information and to take claims. Offi-
cials and families at both locations have had high praise for SSA’s
employees. At the Pentagon site, the director of the Center, U.S.
Army Lieutenant General John Van Alstyne told me that SSA em-
ployees are truly professionals with a heart. Quite honestly, I could
not agree more.

Let me now briefly outline for you what we have done to help
the survivors and also what we have done to restore agency oper-
ations.

The human toll, of course, is staggering, and we don’t yet know
what the total number of claims will be. But at this time it is well
over 4,000. And over half of those are for children who have lost
parents. We have also taken a small number of disability claims,
something in the neighborhood of 50 now, although we expect that
number will rise in the near future.

After the September 11 attacks, SSA immediately invoked spe-
cial emergency procedures to ensure that survivor claims could be
taken and paid as quickly as possible.

We have taken claims at many locations, including the family as-
sistance centers, at facilities set up by large employers, in our own
field offices, through our 800 numbers at hospitals, and even in
local congressional offices.

We have also conducted a full-scale, aggressive outreach effort to
make sure that no family eligible for benefits is overlooked. We
have a special Web page with information about how to apply for
both survivor and disability benefits.

By the Sunday following the attacks, public information spots
were in virtually every media outlet in New York City, both
English and Spanish. On September 11, all Social Security offices
were closed early while we assessed the need for added security.
But the next day, all facilities were open, except for offices in New
York City.

On September 13, 2 days after the attacks, our New York City
offices reopened—except for those in Lower Manhattan—and the
staffs from those offices were redeployed in other facilities through-
out the city.

As for the security of our facilities, we are now screening visitors
more thoroughly and increasing our inspections of packages, deliv-
ery vehicles, transit buses, and we are carefully screening all vehi-
cles that use underground parking. We have also placed guards in
the 322 field offices that did not previously have security guards.
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Recently, we have had a number of anthrax scares in several of
our offices. Thankfully, all of those scares have been unfounded.
But every report of a suspicious incident is taken very seriously
and is thoroughly investigated. And we are asking all of our em-
ployees to remain alert, vigilant, and cautious.

Let me now turn, Mr. Chairman, if I might, to an issue that
deeply disturbs all of us at SSA. There are indications, as you
know, that some of the terrorists had Social Security cards which
may have been fraudulently obtained. As soon as we learned of
this, we created a high-level response team made up of persons
from around our organization and the Inspector General’s Office to
re-examine our entire enumeration process. They are working to
ensure that we are taking all necessary precautions to prevent
those with criminal intent from using Social Security numbers to
advance their operations. The team has already made several
short-term recommendations that we are now considering.

Over the last few years, we have made changes to our Social Se-
curity number procedures seeking to strike a balance between the
integrity of the process and responsive service. But we all know
that the world changed on September 11, and now we need to reas-
sess that balance between security and public service.

I want to thank you, Mr. Chairman, and the Members of the
Subcommittee for your efforts in protecting the integrity of the So-
cial Security number process and also in protecting the privacy of
the American people. We at SSA look forward to working with you
on H.R. 2036, which seeks to further these goals.

We also look forward to working with the Subcommittee to ad-
dress your concerns about the Death Master File.

Finally, I would like to acknowledge and thank SSA’s Office of
the Inspector General for the significant role that they have played
in the investigation of the terrorist attacks. The Inspector General
is coordinating activities with SSA components and is working side
by side with the FBI and with other Federal law enforcement agen-
cies. Their hard work and their expertise in the area of Social Se-
curity number misuse have been absolutely invaluable.

To conclude, Mr. Chairman, as you know, SSA has long sought
to educate the American public that Social Security is far more
than a retirement program. But, sadly, nothing has brought home
that message quite as vividly as the tragedy of September 11.
Take, for example, the story of a man whose wife was killed at the
World Trade Center. He was ready to sell the family’s home be-
cause he as a stay-at-home dad could no longer afford it. But after
a Social Security representative told him that he and his young
child were eligible for survivor benefits, he was able to take his
home off the market.

All of SSA mourns the losses suffered by thousands of our fellow
Americans, and we remain committed to doing everything possible
to support the families of the victims. We also remain committed
to protecting employees and visitors to our offices against any bio-
logical threats. And, finally, we are fully committed to safeguarding
the integrity of the enumeration process.

I would be pleased to answer any questions that you might have.

[The prepared statement of Mr. Massanari follows:]
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Statement of Larry G. Massanari, Acting Commissioner, Social Security
Administration

Mr. Chairman, Mr. Matsui, and Members of the Subcommittee:

Thank you for the opportunity to discuss the Social Security Administration’s
(SSA) response to the terrorist attacks on our country on September 11. We, along
with the rest of the nation, were deeply affected by the tragic events that occurred
in New York, at the Pentagon, and in Pennsylvania. However, in the best tradition
of public service, SSA responded immediately to meet the needs of the families who
lost a loved one in these tragedies. Today, I will describe what we have done to as-
sist the families, how we are handling their claims for benefits, and what measures
we have taken to ensure that the American people will continue to receive the serv-
ices and cash benefits they need in a timely and compassionate way. In addition,
in the wake of the incidents of bioterrorism, I will discuss what SSA is doing to pro-
tect our employees and the people who visit our offices.

Before I begin, however, I want to acknowledge the dedicated service of the two
Regional Commissioners (RC) who have accompanied me here today. To my right
is Bea Disman, the RC for the New York Region, and to my left is Laurie Watkins,
the Acting RC for the Philadelphia Region. Ms. Disman led our efforts to provide
service to the citizens of New York, and Ms. Watkins directed our activities in pro-
viding benefits to the survivors of the victims of the attack on the Pentagon. I be-
lieve both of them reflect the highest ideals and the finest traditions of our Agency
in making real our common goal of providing prompt and caring service to those
affected by these acts of terror.

I also want to recognize the remarkable efforts of SSA’s employees, particularly
those in the New York and Philadelphia Regions. Although many employees were
themselves affected by the events of September 11, and some were physically close
enough to the sites to witness the events as they unfolded, virtually all of them were
on duty the next day. They set aside any personal concerns, because they recognized
the importance of what they do for the American people. And they handled the dif-
ficult and delicate task of working with the survivors to provide the support needed
to help them obtain benefits with sensitivity and speed.

Mr. Chairman, I have had the opportunity to visit the Family Assistance Centers
in New York City and in Crystal City, Virginia where SSA staffs have worked long
hours to provide information and take claims. While at the Pentagon site, the Direc-
tor of the Center, U.S. Army Lieutenant General John Van Alstyne said that “SSA
employees are truly professionals with a heart.” And I couldn’t agree more. As I
share with you today SSA’s response to the disastrous events of September 11, I
also share with you my pride in SSA’s workforce. They have risen to a challenge
no one could have anticipated with an extraordinary sense of commitment and com-
passion.

Supporting the Families

Following the attacks, SSA immediately invoked special emergency procedures to
ensure that survivor claims for the families of those killed in the World Trade Cen-
ter, the Pentagon, and the plane crash in Pennsylvania could be taken and paid as
quickly as possible. These procedures include, for example, allowing payment of sur-
vivors’ claims with proof of death other than a death certificate (for example, airline
manifests and employer records). Using these procedures, we can take and pay a
claim as quickly as possible.

As soon as employers were able to arrange locations to meet with the families of
victims, which happened in the first days following the tragedy, our New York Re-
gional personnel were on-site working with employers and families to take and ex-
pedite claims. When the Family Assistance Centers were established at Pier 94 and
Liberty State Park, we became part of that effort. We also worked closely with the
New York Police Department, the Fire Department, and the Port Authority to take
claims for the survivors of their employees who were killed. We were on-site at the
Pentagon Family Assistance Center as well, working side by side with Department
of Defense personnel to handle survivor claims there.

In addition to those sites, survivor and disability claims are being taken at a num-
ber of other locations. These include our field offices, our toll-free 800 number, as
well as Federal Emergency Management Agency locations, hospitals, facilities set up
by large corporations, and even local Congressional offices.

The human toll of this tragedy is staggering. At this time, the number of disaster-
related claims has risen to over 4,000 claims. Over half of those are for children who
lost parents in the attacks. We have also taken a small number of disability claims
(about 50) although we expect that number to increase over time. Unfortunately, we
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don’t really know what the total number of claims arising from the September 11
assaults will be.

In Virginia, we have now taken claims or determined eligibility for all of the fami-
lies of the 125 victims who worked for the Department of Defense, and for 53 of
the 64 passengers on the American Airlines flight that crashed into the Pentagon.

Finally, we are working closely with both United and American Airlines. The in-
formation they can provide us is invaluable as we search to locate people who may
be eligible for benefits. In addition, SSA staff attended a gathering at the site of
the Western Pennsylvania crash to provide information to the family members who
were there about how to apply for benefits.

In response to calls coming into our national 800 number, representatives are re-
ferring all disaster-related claims calls to our Immediate Claims Taking Units
where benefit applications are taken immediately. These units represent a nation-
wide network of 14 claims processing units, staffed with 390 claims takers.

Outreach Efforts

Within days, we also launched an extraordinary, full-scale outreach effort to make
sure that no family eligible for benefits is overlooked.

We quickly put in place a special web page with information for those affected
by the September 11 disaster to use. The site has information about how to apply
for survivor benefits, as well as information about disability benefits. It displays the
800 number and has a link to SSA’s office locator to assist persons who need to file
a claim. It also reassures people that benefits will continue to be paid on time.

By the Sunday following the attacks, we had public information spots on every
major network affiliate in New York City, the local television stations, and Spanish
language stations. These spots included information on survivor benefits and how
to contact Social Security.

We have worked with hospitals in the New York and Washington D.C. areas to
identify potential claimants for disability benefits. The New York City Labor Coun-
cil is working with us to provide outreach to union members and their families.

We are also working closely with the union, which represents the restaurant
workers in the World Trade Center. The union will supply SSA with acceptable evi-
dence of identity for enumeration purposes. This will enable U.S. citizens to obtain
{)eplafgement Social Security cards, which they will need to apply for unemployment

enefits.

To make sure that those foreign survivors who might be eligible for Social Secu-
ritly benefits are contacted, the Regional Office has done outreach to about 60 con-
sulates.

We matched lists of employees for those companies that had been located in the
World Trade Center. We are also working with those employers who were the most
severely impacted, such as the Fire Department, the Port Authority, and several fi-
nancial service corporations. We have contacted all of the individuals or families re-
ferred by these employers.

Finally, press releases and fact sheets have been and will continue to be distrib-
uted, as necessary, to national media outlets, advocacy organizations, and others.
We are also providing frequent updates to Congressional delegations from the five
affected States.

Social Security Remained Open for Business

In the aftermath of the attacks, SSA took immediate steps to ensure that we
stayed open for business, for routine business as well as for those who lost family
members or were injured that day. All Social Security offices in New York City and
the Washington D.C. area were immediately closed on September 11 to protect both
the public and our employees, while SSA assessed the severity of the situation and
the need for increased security.

The next day, all Social Security offices and the national 800 number were open,
with the exception of field offices in New York City, the Northeastern Program Serv-
ice Center in Jamaica, and the hearing office and the Disability Determination Serv-
ices (DDS) office in lower Manhattan. The New York Regional Office also remained
closed, but we opened a command center in the Grand Central field office. All of
our offices—except for those in lower Manhattan—reopened on September 13. We
redeployed employees from the closed offices to offices that were open.

We immediately worked with the Treasury Department and the Postal Service to
make sure that, where normal processes remained in place, benefit checks and elec-
tronic funds transfer payments continued to be sent. Where service was disrupted,
we tried to find ways to mitigate delays.

We also recognized that our employees themselves were experiencing a wide
range of emotions in dealing with the tragedies. Because of these concerns, we pro-
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vided and will continue to provide counseling for both individuals and small groups
of employees. We also offered our counseling services to employees in other Federal
agencies.

By September 24, all of our offices were open, with the exception of the Manhat-
tan DDS, which had been located near the World Trade Center. Some of the DDS
staff is being temporarily housed in the Northeastern Program Service Center in Ja-
maica. Others have been sent to work in other offices.

All 15,000 claims that had been pending in the DDS were removed from the build-
ing and sent to a contractor for cleaning and decontamination. All cases have been
cleaned and sent back to the DDS. The DDS personnel are in the process of recon-
tacting claimants to update the medical evidence and explain the delay in proc-
essing.

We have deferred some workloads that are not time sensitive to focus on serving
the needs of victims and survivors. We have also temporarily suspended collection
and recovery of overpayments where the responsible party is under a hardship re-
sulting from the terrorist attacks.

As for the security of our facilities across the country, we have supplemented ex-
isting security at our large sites by screening visitors, contractors, and non-employ-
ees more thoroughly and increasing inspections of packages, delivery vehicles, tran-
sit buses, and all vehicles entering areas under buildings. We have placed guards
in the 322 field offices that did not have them, and will keep them in place for at
least the remainder of the fiscal year.

Protecting Against Biological Threats

In this time of heightened concern about possible biological threats, both public
and private organizations are treating suspicious mail seriously. The health and
safety of all of our employees and the people who visit our offices is our utmost con-
cern, and we will do everything possible to protect them. Every report of suspicious
mail has been and will continue to be taken seriously and investigated thoroughly.

First, let me assure you that presently we have had no known cases of anthrax
in the SSA community. Our employees in the Washington D.C. area have already
been referred for treatment in accordance with instructions from the Centers for
Disease Control and Prevention (CDC). We are also doing environmental testing of
our mailrooms in the New Jersey, Baltimore, and Washington, D. C. areas that may
have received mail, either directly or indirectly, from either the Brentwood, D. C.
or Hamilton, New Jersey, U.S. Postal Service mail processing facilities, to ensure
they aren’t contaminated. Employees in these SSA facilities are being referred for
treatment in accordance with the CDC protocol.

We have had some incidents involving suspicious envelopes or packages in our
field offices around the country. We have had to close some of our offices for a day
or two while testing was done. We have also temporarily evacuated other offices for
an hour or so. Thankfully, all of these suspected threats to public safety to date
have proven to be unfounded.

We are working with the CDC and other Federal and State agencies to make sure
all necessary actions are taken. To make our employees aware of what to do if they
see a suspicious letter or package, we have distributed posters displaying instruc-
tions throughout our facilities. We also sent several advisories to SSA supervisors
and staff that describe emergency procedures to follow if contamination is suspected.
We conducted a live interactive broadcast with SSA 